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Introducao

Este trabalho foi realizado no &mbito da disciplina de Testes de Penetracdao e Hacking
Etico, parte do curso de Seguranca Informatica em Redes de Computadores. No cenario atual
onde a seguranca digital ¢ essencial, a pratica de testes em ambientes virtuais torna-se
indispensavel para aprimorar defesas contra possiveis ameagas.

O projeto proposto envolve a execucdo de dois cenarios distintos em laboratério,
ambos com foco na criagdo e andlise de ambientes virtuais. Na Parte 1, é explorada a
identificacao de vulnerabilidades em um ambiente basico. Na Parte 2, ¢ introduzido o uso do
firewall pfSense para avaliar seu impacto na seguranga do sistema.

J& na parte 3 ¢ proposto obter acesso root numa maquina Linux propositalmente

vulneravel.

Parte I

Metasplbitable 3

10.0.10.0/24

Win 10 Client

Kali Linux

Linux/A
e

Metasploitable 2

Montar cenario

Para simular o cendrio pedido, foi usado um ambiente virtual recorrendo a maquinas
virtuais através do VirtualBox.
Na realizag¢ao deste exercicio foram utilizadas as seguintes maquinas virtuais, usando
um adaptador Host-Only na rede 10.0.10.0/24:
e Kali Linux
e Metasploitable 2
e Metasploitable 3 (Windows Server 2008)



e Windows 10
~.» TPHE

Ev g ms3_win2k8_1730061378890_30886
L‘|
2 <2 Running

e, kali-linux-2024.3-virtualbox-amd64
- Running

(3] ms2
‘ 2 Running




Demonstracao do funcionamento

Podemos, nas seguintes figuras, verificar que os IP’s de cada méaquina sdo:
e Kali Linux: 10.0.10.1
e Metasploitable 2: 10.0.10.2
e Metasploitable 3 (Windows Server 2008): 10.0.10.3
e Windows 10: 10.0.10.4

ip addr show eth@
<BROADC \ULTICAST,UP,LOWER_UP> mtu 1508 gdisc fg_codel state UP group default glen 1008
link/ether @8 27:ad:25:87 brd ff:ff:ff:ff:ff:FF
inet ; brd scope global eth®
valid_1ft forever preferred_1ft forever
inete /64 scope link proto kermel_11
valid_1ft forever preferred_lft forever

nsfadmin@metasploitable:™5 ip addr show ethoO
2: etho: <BROADCAST,MULTICAST,UP,LOWER_UFP> mtu 1500 gdisc pfifo_fast glen 1000
linksether 08:00:27:00:d6:01 brd ff:ff:ff :ff:Ff . ff
inet 10.0.10.2-24 brd 10.0.10.255 scope global ethO
inetb fed0::af00:27ff:fef0:d601-64 scope link
valid_I1ft forever preferred_lft forever

C:sUzersswagrant *ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix
Link—-local IPuv6 Address . . .

IPv4 Address. . . . . .
Subnet Mask . . . . . .
Default Gateway . . . .

feBA::fd63:83a2:85e3:4729111
18.8.18.3
255 255 .255.8

C:\Users\ldaga>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS
Link-local IPve Address
IPv4 Address.

Subnet Mask

Default Gateway

Enumeracao de servicos

Para enumerar os servigos presentes em cada maquina usei o seguinte comando no

Kali Linux:



sudo nmap -Pn -A -sV -p- <IP>

Metasploitable 2

sudo nmap -A -
i Nm 4SWN
n report for
Host is up (@. 1
Not shown: 585 cl
STATE SER ERSION
open ftp sftpd

No session bandwid
ssion tim i
Control connection

: -

_End of status
_ftp-anon: Anonymous FTP

(DSA)
(RSA)

ner tim
PIPELINING, SIZE 1@ ETRN, STARTTLS, ENHANCEDSTATUSCODES, S8BITMIME, DSN

ommonNam E 1 1 infor, i a g is no such thing outside US
10-83-17T14:07:4

-04-16T14:07

open domai SC BIND
dns-nsid:
bind.version: 2

80/tcp open t E tt -8 ((Ubuntu) DAV/

IORKGROUP )
roup: WORKGROUP)

-p- 1
http:
.10.3

ky methods: TR
r-header: Microsoft-T

ft Windows RPC

Microsoft ne

ent, Support4lAuth, rd, SupportsTr: ons, Spea rotoc portsLoadDataLocal aks41Protocoll ortsCo Interactis e tALl abaseTableColumn, C
foreParenthe: 1ts,

+gx'V1Q]_u

ax _t
Auth Plugin Name: m
9




Windows 10

1 NIC)
could not find at least 1 open and 1 c

Windows 10 1909 Microsoft Windows XP icrosoft Window

Tabelas dos servigos
Visto que, como no Metasploitable 2 e 3, ndo ¢é possivel colocar o output inteiro do

nmap apenas num screenshot vou, abaixo, resumir estas em tabelas abaixo:

Metasploitable 2
PORT STATE SERVICE
21/tep open ftp
22/tep open ssh
23/tcp open telnet
25/tep open smtp
53/tcp open domain
80/tcp open http
111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open netbios-ssn
512/tep open exec
513/tcp open login?
514/tcp open shell
1099/tcp open java-rmi
1524/tcp open bindshell
2049/tcp open nfs




2121/tcp open ftp
3306/tcp open mysql
3632/tcp open distced
5432/tcp open postgresql
5900/tcp open vne
6000/tcp open X11
6667/tcp open irc
6697/tcp open irc
8009/tcp open ajpl3
8180/tcp open http
8787/tcp open drb
38942/tcp open mountd
42676/tcp open nlockmgr
45120/tcp open status
47709/tcp open java-mri
Metasploitable 3
PORT STATE SERVICE
21/tep open ftp
22/tcp open ssh
80/tcp open http
135/tcp open msrpc
139/tep open netbios-ssn
445/tcp open microsoft-ds
1617/tcp open java-rmi
3306/tcp open mysql
3389/tcp open ssl/ms-wbt-server
3700/tcp open giop




4848/tcp open ssl/http
5985/tcp open http
7676/tcp open java-message-service
8009/tcp open ajp13
8020/tcp open http
8027/tcp open papachi-p2p-srv
8080/tcp open http
8181/tcp open ssl/intermapper
8282/tcp open http
8383/tcp open http
8484/tcp open http
8585/tcp open http
8686/tcp open java-mri
9200/tcp open wap-wsp
9300/tcp open vrace
47001/tcp open http
49152/tcp open msrpc
49153/tcp open msrpc
49154/tcp open msrpc
49155/tcp open java-mri
49156/tcp open tcpwrapped
49177 /tcp open msrpc
49201/tcp open msrpc
49242/tcp open msrpc
49257 /tcp open ssh
49258/tcp open jenkins-listener

10



Windows 10

PORT STATE SERVICE
135/tcp open msrpc
139/tep open netbios-ssn
445/tcp open microsoft-ds
49668/tcp open msrpc

Identificacao e exploracao de vulnerabilidades

Metasploitable 2

UnrealRCD

Na porta 6667 podemos ver que corre o servico UnrealRCD IRC, mais concretamente
a versdo 3.2.8.1, que contém uma backdoor que pode ser acedida através do uso dum modulo

do Metasploit:

Connected to 10.0.]

le.LAN NOTICE AUTH

Matching
A is input ...
Command shell

id

etasploit.com/

10.9.10.1

ur hostname ...
your hostname; using your IP address instead

44 — 10.0.10

10.2.108.2 - Command shell session 1 closed.

-11-12 16:11:55 -0500

11




VSFTPD

Ja na porta 21 podemos verificar a existéncia do servico FTP, mais concretamente
VSFTPD versao 3.4.1, que tal como a vulnerabilidade anterior, contém uma backdoor.
Usando novamente o Metasploit:

) > set RHOST
) » set payload cmd/unix/interact

) » exploit

)
the password.

ed, handling ...

Found s .
Command shell session 1 opened (10.8.10.1:39145 — 10.0.10.2:6200) at 2024-11-17 21:41 -@508

Obtemos assim uma root shell.

Metasploitable 3
MS17-010 (EternalBlue)

O MS17-010 foi desenvolvido pela NSA, sendo mais tarde revelado por um grupo de
hackers, tendo este, mais tarde, sido usado como base, por outro grupo de hackers, para a
criagdo do ransomware conhecido como WannaCry.

Como vimos no output do nmap para esta maquina, a porta 445 encontra-se aberta e,
visto que esta vulnerabilidade existe no SMBv1, podemos usar o nmap novamente para
encontrar vulnerabilidades nessa porta:

24-11-12 17:81 EST

L45/tcp open microsoft-ds

Host script results:

e Execution vulnerability in Microsoft SMBvl servers (ms17-010)
ULNERAELE

Podemos comprovar que esta vulnerabilidade existe nesta maquina. Assim, usando
um moddulo do Metasploit, podemos abusar desta vulnerabilidade:

12



indows/smb/ms17_01@_etern
d, defaulting to wind

andard 7601

ions.
loit packet

0.0.
10.9.1@
10.0. ETERNALELUE
18.9.160 ) ndin
1@.@.
Sending
1@
10
1@
-0500

: NT AUTHORIT

Aqui podemos ver que temos acesso a conta LocalSystem, uma conta do Windows
pré-definida com o maior nimero de privilégios do Windows. Com este acesso podemos, por
exemplo, aceder a segredos do Local Authority System:

Executing
Obtaining
Obtaining 54
Vista or above system
DefaultPassword
alue: vagrant

DPAPT_SYSTEM

MS12-020 (Ataque DoS)

O MS12-020 existe devido a uma falha no servico RDP que, ao lidar incorretamente
com o pacote MCSPDU no campo maxChannellDs, leva ao uso de um ponteiro invalido,
criando uma condi¢do para um ataque de negacao de servico (DoS). Um invasor pode enviar
pacotes RDP manipulados para explorar essa vulnerabilidade no RDP.

13



amP o
‘ ms3_win2k8_1730061378890_30886 [Running] - Oracle VM VirtualBox x

File Machine View Input Devices Help
Actions Edit View Help
windows Error Recovery

windows did not shut down successfully. If this was due to the system not
responding, or if the system was shut down to protect data, you might be
able to recover by choosing one of the safe Mode configurations from the
menu below:

(Use the arrow keys to highlight your choice.)

safe Mode
safe Mode with Networking
safe Mode with Command Prompt

Start Windows Normally]|

L 4
?:;?2n' 47 CIeeEn Seconds until the highlighted choice will be selected automatically: 18
Description: Start Windows with its regular settings.

inst 1@.0.

10.0.10.
10.0.10.

ork/vendor/bundle
ork/vendor /bundl

Como podemos ver, apds executar o DoS com sucesso, a maquina vai abaixo, resultando ou
num Blue Screen ou num reboot.

Servicos HTTP

Tendo ja executado o nmap para a identifica¢do de servigos, sabemos que apenas o

Metasploitable 2 e o Metasploitable 3 tém servicos HTTP a correr.

Metasploitable 2

Ja sabendo que os servigos HTTP nesta maquina se encontram nas portas 80 e 8180,

podemos usar o comando:

nmap -Pn --script=http-enum 10.0.10.2 -p80,8180

resultando no seguinte output:

14



nmap —-Pn —script=http-enum 18.0.10
rting Nmap g nmap.org

ion file

.html: Possible admin folder
ogin.html: Possible admin folder
ydmin.html: Possib ydmin fold

ount.html: Possible admin folder

gin.html: Possible admin folder

Possibl dmin
in.html: Possibl
n.html: Possibl
: Possibl
Possible admin fol
Possibl
Possibl
Possibl
Possibl dmin fold
Possible admin fold
Possibl
Possible admin fol
Possibl ydmin folder
Possible admin folde
Possible

ditor File

itor

File

15



Metasploitable 3

L< nmap -Pn -sV -p8@,4848,8080,8181,8282,8383, 8484 ,8585,8686,9200 —script=http-enum 10.6.10.3
Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-11-12 19:36 EST

Nmap scan repert for 10.8.10.3

Host is up (0.00062s latency).

PORT STATE SERVICE VERSION
80/tcp  open http Microsoft IIS httpd 7.5
_http-server-header: Microsoft-II5/7.5
4848/tcp open ssl/http oOracle GlassFish 4.8 (Servlet 3.1; JSP 2.3; Java 1.8)
_http-server-header: GlassFish Server Open Source Edition 4.0
8@80/tcp open http Sun GlassFish Open Source Edition &4.@
_http-server-header: GlassFish Server Open Source Edition 4.0
http-enum:
/50K/ e/ eif ot ook oo/ oo/ o [etc/vmware/hostd/vmInventory.xml: Possible path traversal in VMWare (CVE-2009-3733)
lsdkf%zE%ZE/%ZE%EE/%EE%EE/%EE%ZEf%zE%ZE/%ZE%zE/%EE%ZEfetc/vmware/hcstd/vmlmventcry xml: Possible path traversal in VMware (CVE-2009-3733)
vl ot etk et ot ottt . fetc/passud: Possible path traversal in URL
/ foodd ol )/ /.. /boot.ini: Possible path traversal in URI
%2 L %2 .. %2F .. %2F .. %2f .. %2 .. %2f .. ¥2f/var/mobile/Library/AddressBook/AddressBook.sqlitedb: Possible iPhone/iPod/iPad generic file sharing app Directory Traversal (i0S)
ElBl/ch open ssl/intermapper?
fingerprint-strings:
GetRequest:
HTTP/1.1 200 0K
Date: Wed, 13 Nov 2024 00:34:21 GMT
Content-Type: text/html
Connection: close
Content-Length: 4626
<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.1 Transitional//EN">
<html lang="en">
o
ALTER OR REMOVE COPYRIGHT NOTICES OR THIS HEADER.
Copyright (c) 201@, 2013 Oracle and/or its affiliates. All rights reserved.
subject to License Terms
<head>
<style type="text/css">
body{margin-top:0}
body, td,p,div,span,a,ul,ul 1i, ol, ol li, ol 1i b, dl,h1,h2,h3,h4,h5,h6,1i {font-family:geneva,helvetica,arial,"lucida sans",sans-serif; font-size:1@pt}
{font-size:18pt}
{font-size:14pt}
{font-size:12pt}
code,kbd, tt,pre {font-family:monaco,courier,”courier new"; font-size:1@pt;}
{padding-bottom: 8px}
p.copy, p.copy a {font-family:geneva,helvetica,arial,”lucida sans",sans-serif; font-size:8pt}
p.copy {text-align: center}
table.greyl,tr.greyl,td.g
HTTPOptions:
HTTP/1.1 405 Method Not Allowed
Allow: GET
Date: Wed, 13 Nov 2024 00:34:21 GMT
Connection: close
Content-Length: @
RTSPRequest:
HTTP/1.1 585 HTTP Version Not Supported

| Date: Wed, 13 Nov 2024 00:34:21 GMT
| Connection: close
I= Content-Length: @
8282/tcp open http Apache Tomcat/Coyote JSP engine 1.1
| _http-server-header: Apache-Coyote/1.1
http-enum:
|  /examples/: Sample scripts
/manager/html/upleoad: Apache Tomcat (4@1 Unauthorized)
/manager/html: Apache Tomcat (401 Unauthorized)
Jaxis2/axis2-web/HappyAxis.jsp: Apache Axis2
/axis2/: Apache Axis2
/docs/: Potentially interesting folder
8383/tcp open http Apache httpd
_http-server-header: Apache
8484/tcp open http Jetty winstone-2.8
http-enum:
/log/: Logs
/robots.txt: Robots file
/api/: Potentially interesting folder
/install/: Potentially interesting folder
/script/: Potentially interesting folder
/secured/: Potentially interesting folder (481 Unauthorized)
/target/: Potentially interesting folder
_http-server-header: Jetty(winstone-2.8)
8585/tcp open http Apache httpd 2.2.21 ((Win64) PHP/5.3.10 DAV/2)
_http-server-header: Apache/2.2.21 (Win64) PHP/5.3.10 DAV/2
http-enum:
/wordpress/: Blog
/wordpress/wp-login.php: Wordpress login page.
Juploads/: Potentially interesting folder w/ directory listing
8686/tcp open jawa-rmi Java RMI
9200/tcp open wap-wsp?
fingerprint-strings:
FourOhFourReques
HTTP/1.0 400 Bad Reguest
Content-Type: text/plain; charset-UTF-8
Content-Length: 80
handler found for uri [/nice¥2@portsk2C/Tri%6Eity.txt%2ebak] and method [GET]
GetRequest:
HTTP/1.0 200 OK
Content-Type: application/json; charset=UTF-8
Content-Length: 385
"status” : 200,
"name” : "Pasco”,
"version” : {
"number” : "1.1.1",
"build_hash™ : "f1585f@96d3f3985e73456debdc1a@745Ff512bbc”
"build_timestamp” : "2014-84-16T14:27:122",
"build_snapshot” : false,
"lucene_version” : "4.7"
"tagline” : "You Know, for Search"
HTTPOptions:
HTTP/1.0 200 OK

J& nesta maquina, também sabendo em que portos se encontram os servigcos HTTP, podemos

usar o seguinte comando:

nmap -Pn -sV -p80,4848,8080,8181,8282,8383,8484,8585,8686,9200
--script=http-enum 10.0.10.3




Servicos SMB

Metasploitable 2

10.0.10.2

com>

print$
tmp
opt
IPc$
AD

ms

r vi : C Lt ! mail.com>
rithub. com

sion(s)

tus: ADH

lemote Admin
share
Remote IPC

Closed 1 conr

17



Parte 11

10.0.10.0/24

-,
m 110.0.3.0/24 b SIS
Kali Li Firewall n& Win 10 Client
a mux N SU

iCATA

IPS
10.0.2.0/24
Linux,
)
Metasploitable 2
Configuracao pfSense
Firewall / Rules/ WAN L E @

Floating WAN LAN OPT1 0PT2

Rules (Drag to Change Order)

o States Protocol Source Port  Destination Port Gateway Queue Schedule  Description Actions

Outbound iﬂ

O ' 1/117MB  IPvTCP  10.010.0/24  * * 80 (HTTP) * none S 00mx

0O « 0/0B IPv4TCP  10.010.0/24  * * 443 (HTTPS) * none 3/ 00m%

Inbound iﬂ

O « 0/275B IPva * * * 10.0.10.0/24  * 2 none $S00mx
Firewall / Rules / LAN i B @
Floating WAN LAN OPT1 oPT2

Rules (Drag to Change Order)

o States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

Outbound ﬁ]'

0O « 0/08 IPv4ICMP  10.0.3.0/24 * * * * none &L 00m*
any

O « 0/08B IPv4 TCP 10.0.3.0/24 * * 80 (HTTP) * none $2S00mx

0O « 0/08 IPv4 TCP 10.03.0/24 * * 443 (HTTPS) * none $L00mx

O « 0/0B IPv4 TCP 10.0.3.0/24 * 10.0.1.0/24 3389 (MS RDP) * none $,00mx

Inbound ﬁ]'

0O %X 0/2KiB  IPv4* 110.0.1.0/24  * 10.03.0/24  * * none L2 00m



Firewall / Rules/ OPT1 L = @

Floating WAN LAN OPT1 0PT2

Rules (Drag to Change Order)

[m] States Protocol Source Port  Destination Port Gateway Queue Schedule Description Actions

Inbound m

0O « 0/0B IPvdICMP  * * 10010/24 = * none G 00mx

any

O « 0/209KiB  IPv4TCP o 2 10.0.1.0/24 80 (HTTP) 2 none 3£ 00mx
O & 0/0B IPv4 TCP * * 1001.0/24 443 (HTTPS) * none G, 00mX
O « 0/0B IPv4 TCP 10.03.0/24  * 10.0.1.0/24 3389 (MSRDP) 2 none 4 £00mx
Outbound 1]

0O « 0/0B IPv4 TCP 100.1.0/24  * o 80 (HTTP) 3 none $£00mx
O « 0/0B IPv4 TCP 100.1.0/24  * * 443 (HTTPS) * none $£00mx

Firewall / Rules/ OPT2 L E @

Floating WAN LAN OPT1 0PT2

Rules (Drag to Change Order)

[m] States Protocol Source Port  Destination Port Gateway Queue Schedule  Description Actions

Inbound m

0O « 0/0B IPv4ICMP  * * 10.0.2.0/24 * * none LS00 mx

any

0O « 0/194KiB IPv4 TCP * * 10.0.2.0/24 80 (HTTP) * none L LO0MmX
0O « 0/0B IPv4 TCP * * 10.0.2.0/24 443 (HTTPS) * none LS00 mx
O « 0/0B IPv4 TCP 10.0.3.0/24  * 10.0.2.0/24 22 (SSH) o none G/ 00mx
Outbound o

0O « 0/0B IPv4 TCP 10.0.2.0/24 * * 80 (HTTP) * none 4 S00MmX
0O « 0/0B IPv4 TCP 10.0.2.0/24 * * 443 (HTTPS) * none S 00mx

Enumeracao de servicos

Metasploitable 2

:/h:motorola

Metasploitable 3

19



| — ||

—% sudo nmap -Pn -A -sV -p8@, 44
Starting MNmap 7.9 /N { https:
MNmap scan report tor 18.@

Host is up.

POR STATE SERVICE VERSION
2] cp filtered http
tcp filtered https
Too many fingerprints match this ho

TRACEROUTE (using proto 1/icmp)
HOP RTT ADDRESS
1 P 1

Diferencas relativamente ao 1° cenario

Nos resultados obtidos acima ¢ possivel verificar que, como mencionado
anteriormente, apenas os portos 80 e 443 sdo encontrados pelo nmap. Isto acontece devido a
firewall do pfSense que, na network do Kali, apenas tem esses portos definidos para

outbound.

Suricata

Depois de instalar o Suricata pelo Package Manager, podemos ir a aba de Servigos,

aceder a sec¢do do Suricata e, nas defini¢cdes deste, ativar opcdes requeridas:
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Services / Suricata/ Global Settings

Interfaces Global Settings Updates Alerts Blocks Files Pass Lists Suppress Logs View Logs Mgmt SID Mgmt
Sync IP Lists
Please Choose The Type Of Rules You Wish To Download
Install ETOpen Emerging ETOpen is a free open source set of Suricata rules whose coverage is [ Use a custom URL for ETOpen downloads
Threats rules more limited than ETPro.
Enabling the custom URL option will force the use of a custom user-supplied URL when downloading ETOpen rules.
Install ETPro Emerging [CJ ETPro for Suricata offers daily updates and extensive coverage of Use a custom URL for ETPro rule downloads
Threats rules current malware threats.
The ETPro rules contain all of the ETOpen rules, so the ETOpen rules are not required and are disabled when the ETPro rules are selected. Sign Up for
an ETPro Account. Enabling the custom URL option will force the use of a custom user-supplied URL when downloading ETPro rules.
Install Snort rules Snort free Registered User or paid Subscriber rules ] Use a custom URL for Snort rule downloads
Sign Up for a free Registered User Rules Account
Sign Up for paid Snort Subscriber Rule Set (by Tales)
Enabling the custom URL option will force the use of a custom user-supplied URL when downloading Snort Subscriber rules
Snort Rules Filename snortrules-snapshot-31470 tar.gz

Enter the rules tarball filename (filename only, do not include the URL.)
Example: snortrules-snapshot-29200.tar.gz
DO NOT specify a Snort3 rules file! Snort3 rules are incompatible with Suricata and will break your installation!

Ativando de seguida todas as regras em “LAN categories” e nas outras interfaces e
selecionar:

LAN Settings LAN Categories LAN Rules LAN Flow/Stream LAN App Parsers LAN Variables LAN IP Rep

Available Rule Categories
Category | GPLv2_community.rules v.‘ I% View All

Select the rule category to view and manage

Rule Signature ID (SID) Enable/Disable Overrides

‘When finished, click APPLY to save and send any SID state/action changes made on this tab to Suricata

Rules View Filter Qo

1



Verificacao do IPS

WAN (Kali Linux)

Alert Log View Settings

Instance to View

(WAN) WAN

Choose which instance alerts you want to inspect.

Save or Remove Logs

& o

All alert log files for selected interface will be downloaded

Save Settings

Save auto-refresh and view settings

Refresh
Defaultis ON

v

Clear the currently active Alerts log file

250

Number of alerts to display. Default is

250

Alert Log View Filter (+]

Last 250 Alert Entries. (Most recent entries are listed first)

Date Action Pri Proto
11/17/2024 1 uppP
16:16:48
11/17/2024 1 uDp
16:16:33
11/17/2024 1 UbpP
16:16:24
11/17/2024 1 UDP
16:16:16
11/17/2024 1 UDP
16:16:02
11/17/2024 1 UbpP
16:15:54
11/17/2024 3 ICMP
16:15:40
11/17/2024 3 ICMP
16:15:39
11/17/2024 3 ICMP
16:15:38
11/17/2024 3 ICMP
16:15:37

Class

Potential Corporate Privacy
Violation

Potential Corporate Privacy
Violation

Potential Corporate Privacy
Violation

Potential Corporate Privacy
Violation

Potential Corporate Privacy
Violation

Potential Corporate Privacy
Violation

Misc activity

Misc activity

Misc activity

Misc activity

Src

100102
QH

10.0.102
QM

10.0.10.2

Q™

10.0.10.2
Q™

10.0.10.2
QM

10.0.10.2

QM

10.0.10.2
QMH

10.0.102
Qm®

10.0.102
aQm®

10.0.102
Qm

SPort

68

68

Dst

100101
Qe

100.10.1
Q®

10.0.10.1

Qm®

10.0.10.1
Qm®

10.0.10.1
QM

10.0.10.1

Qm®

10,032
Qm®

10032
Qm®

10032
Qm

10032
QM

DPort

67

67

GID:SID

1:2022973
Hx

1:2022973
Hx

1:2022973
Hx

1:2022973
Hx

1:2022973
Hx

1:2022973
BEx

1:408
X

1:408
X

1:408
X

1:408
Hx

Description

ET INFO Possible Kali Linux hostname in DHCP
Request Packet

ET INFO Possible Kali Linux hostname in DHCP
Request Packet

ET INFO Possible Kali Linux hostname in DHCP
Request Packet

ET INFO Possible Kali Linux hostname in DHCP
Request Packet

ET INFO Possible Kali Linux hostname in DHCP
Request Packet

ET INFO Possible Kali Linux hostname in DHCP
Request Packet

PROTOCOL-ICMP Echo Reply
PROTOCOL-ICMP Echo Reply

PROTOCOL-ICMP Echo Reply

PROTOCOL-ICMP Echo Reply



LAN (Windows 10)

Alert Log View Settings

Instance to View \ (LAN) LAN “.‘

Choose which instance alerts you want to inspect

Save or Remove Logs :]

All alert log files for selected interface will be downloaded Clear the currently active Alerts log file
Save Settings Refresh 250

Number of alerts to display. Default is
250

Alert Log View Filter (+]
Last 250 Alert Entries. (Most recent entries are listed first)

Save auto-refresh and view settings Default is ON

Date Action Pri Proto Class Src SPort Dst DPort GID:SID Description

11/17/2024 3 ICMP Misc activity 10.0.102 0 10032 0 1:408 PROTOCOL-ICMP Echo Reply
16:15:40 Q Q& x

11/17/2024 3 ICMP Mise activity 100702 0 0032 0 1:408 PROTOCOL-ICMP Echo Reply
16:15:39 Q Q X

11/17/2024 3 ICMP Misc activity 10.0.102 0 10032 0 1:408 PROTOCOL-ICMP Echo Reply
16:15:38 Q Q X

11/17/2024 3 IcMP Misc activity 100102 0 10032 0 1:408 PROTOCOL-ICMP Echo Reply
16:15:37 Q Q x

11/17/2024 3 ICMP Misc activity 10.0.102 0 10032 0 1:408 PROTOCOL-ICMP Echo Reply
16:15:28 Q Q& x

11/17/2024 3 ICMP Mise activity 100102 0 10032 0 1:408 PROTOCOL-ICMP Echo Reply
16:15:27 Q Q X

11/17/2024 3 ICMP Misc activity 10.0.102 0 10032 0 1:408 PROTOCOL-ICMP Echo Reply
16:15:26 Q Q x

11/17/2024 3 IcMP Misc activity 100102 0 10032 0 1:408 PROTOCOL-ICMP Echo Reply
16:15:03 Q Q x

11/17/2024 3 ICMP Misc activity 10.0.102 0 10032 0 1:408 PROTOCOL-ICMP Echo Reply
16:15:02 Q Q& x

11/17/2024 3 ICMP Mise activity 100102 0 10032 0 1:408 PROTOCOL-ICMP Echo Reply
16:15:01 Q Q x



OPT1 (Metasploitable 3)

Alert Log View Settings

Instance to View

Save or Remove Logs

Save Settings

[ (OPT1) OPTI v

Choose which instance alerts you want to inspect

& o

All alert log files for selected interface will be downloaded Clear the currently active Alerts log file
Refresh 250

Number of alerts to display. Default is

Save auto-refresh and view settings Default is ON s

Alert Log View Filter (+]
Last 250 Alert Entries. (Most recent entries are listed first)

Date

11/17/2024
16:21:23

11/17/2024
16:21:23

11/17/2024
16:21:22

11/17/2024
16:21:22

11/17/2024
16:21:22

11/17/2024
16:21:22

11/17/2024
16:21:22

11/17/2024
16:21:21

11/17/2024
16:21:21

11/17/2024
16:21:21

Action

Pri
1

Proto Class Src SPort Dst DPort GID:SID Description

TCP Web Application Attack 10.0.10.2 47282 10.0.1.2 80 1:2009358 ET SCAN Nmap Scripting Engine User-Agent
Q Q x Detected (Nmap Scripting Engine)

TCP Web Application Attack 10.0.10.2 47290 10.0.1.2 80 1:2009358 ET SCAN Nmap Scripting Engine User-Agent
Q Q x Detected (Nmap Scripting Engine)

TCP Web Application Attack 10.0.10.2 47272 10.0.1.2 80 1:2009358 ET SCAN Nmap Scripting Engine User-Agent
Q Q X Detected (Nmap Scripting Engine)

TCP Web Application Attack 10.0.70.2 47260 10.0.1.2 80 1:2009358 ET SCAN Nmap Scripting Engine User-Agent
Q Q x Detected (Nmap Scripting Engine)

TCP Web Application Attack 10.0.10.2 47250 10.0.1.2 80 1:2009358 ET SCAN Nmap Scripting Engine User-Agent
Q Q x Detected (Nmap Scripting Engine)

TCP Web Application Attack 10.0.10.2 47238 10.01.2 80 1:2009358 ET SCAN Nmap Scripting Engine User-Agent
Q Q x Detected (Nmap Scripting Engine)

TCP Web Application Attack 10.0.10.2 47232 10.0.1.2 80 1:2009358 ET SCAN Nmap Scripting Engine User-Agent
Q Q b3 Detected (Nmap Scripting Engine)

TCP Web Application Attack 10.0.70.2 47210 10.0.1.2 80 1:2009358 ET SCAN Nmap Scripting Engine User-Agent
Q Q x Detected (Nmap Scripting Engine)

TCP Generic Protocol 10.0.10.2 47210 10.0.1.2 80 1:2260002 SURICATA Applayer Detect protocol only one

Command Decode Q Q * direction

TCP Web Application Attack 10.0.10.2 47188 10.01.2 80 1:2009358 ET SCAN Nmap Scripting Engine User-Agent

Q Q x Detected (Nmap Scripting Engine)



OPT2 (Metasploitable 2)

Alert Log View Settings

Instance to View (OPT2) OPT2 v

Choose which instance alerts you want to inspect

=
Save or Remove Logs ‘ |

All alert log files for selected interface will be downloaded Clear the currently active Alerts log file
Save Settings Refresh 250

Number of alerts to display. Default is

Save auto-refresh and view settings Defaultis ON e,

|

Alert Log View Filter

Last 250 Alert Entries. (Most recent entries are listed first)

Date Action Pri Proto Class Src SPort Dst DPort GID:SID Description
11/17/2024 1 TCP Web Application Attack 10.0.10.2 45672 10.0.2.2 80 1:2009358 ET SCAN Nmap Scripting Engine User-Agent
16:07:06 Q Q x Detected (Nmap Scripting Engine)
11/17/2024 1 TCP Web Application Attack 10.0.10.2 45666 10.02.2 80 1:2009358 ET SCAN Nmap Scripting Engine User-Agent
16:07:06 Q Q x Detected (Nmap Scripting Engine)
11/17/2024 1 TCP Web Application Attack 10.0.10.2 45652 10.0.2.2 80 1:2009358 ET SCAN Nmap Scripting Engine User-Agent
16:07:06 Q Q x Detected (Nmap Scripting Engine)
11/17/2024 1 TCP Web Application Attack 10.0.10.2 45642 10.0.22 80 1:2009358 ET SCAN Nmap Scripting Engine User-Agent
16:07:05 Q Q b3 Detected (Nmap Scripting Engine)
11/17/2024 1 TCP Web Application Attack 10.0.10.2 45632 10.0.2.2 80 1:2009358 ET SCAN Nmap Scripting Engine User-Agent
16:07:05 Q Q x Detected (Nmap Scripting Engine)
11/17/2024 1 TCP Web Application Attack 10.0.10.2 45644 10.02.2 80 1:2009358 ET SCAN Nmap Scripting Engine User-Agent
16:07:06 Q Q x Detected (Nmap Scripting Engine)
11/17/2024 1 TCP Web Application Attack 10.0.10.2 45616 10.0.2.2 80 1:2009358 ET SCAN Nmap Scripting Engine User-Agent
16:07:05 Q Q x Detected (Nmap Scripting Engine)
11/17/2024 1 TCP Web Application Attack 10.0.10.2 45614 10.0.22 80 1:2009358 ET SCAN Nmap Scripting Engine User-Agent
16:07:05 Q Q x Detected (Nmap Scripting Engine)
11/17/2024 1 TCP Web Application Attack 10.0.10.2 45608 10.0.2.2 80 1:2009358 ET SCAN Nmap Scripting Engine User-Agent
16:07:05 Q Q x Detected (Nmap Scripting Engine)
11/17/2024 1 TCP Web Application Attack 10.0.10.2 45606 10.02.2 80 1:2009358 ET SCAN Nmap Scripting Engine User-Agent
16:07:05 Q Q x Detected (Nmap Scripting Engine)

Vantagens do IPS nesta infraestrutura

A inclusdo dum IPS nesta infraestrutura fornece varias vantagens:

1. Prevengdao de ameacas: Enquanto a firewall lida com a filtragem de trafego basico
baseado em portos e enderecos IP, o IPS analisa ativamente padrdes de trafego e
conteido para detetar e prevenir atividades maliciosas em tempo-real. Nesta
infraestrutura isto ¢ especialmente importante, visto que esta inclui uma maquina
Kali, duas maquinas intencionalmente vulneraveis e sistemas Windows que podem ser
alvos.

2. Seguranga na Segmentagdo de Rede: Nesta infraestrutura, com varios segmentos de
rede (10.0.1.0/24, 10.0.2.0/24, etc.), o IPS ajuda a assegurar que, caso um segmento
de rede seja comprometido, este ndo se propaga para outros por movimentos laterais.

3. Protecdo Contra Vulnerabilidades Conhecidas: Como a rede inclui sistemas
Metasploitable (que sdo intencionalmente vulneraveis), o IPS ajuda a proteger contra:

- Tentativas de exploragdo conhecidas



- Ataques de buffer overflow
- Tentativas de injecdo SQL

- Outros vetores comuns de ataque

Parte I11
Configuracao da Maquina Virtual

Apds importar a maquina virtual para o VirtualBox, foi criada uma rede Host-Only,
com o servidor DHCP ativo, sendo a rede 10.0.100.0/24, no qual as maquinas ForHack e Kali
Linux se vao encontrar. Neste cendrio a maquina ForHack tem o IP 10.0.100.2/24 ¢ a

maquina Kali o IP 10.0.100.3/24.

Analise Inicial

Para uma analise inicial, foi executado o nmap com os seguintes parametros:

nmap -Pn -A -sV -p- 10.0.100.2

resultando no seguinte output:

—% nmap -Pn -A -sV -p-
Starting Nmap 7.9
Nmap scan report for 1€
Host is up ( ; .
Not shown: ©553 : tcp ports (conn-re
STATE SERVICE VERSION
open ssh OpenSSH 7.4pl1 Debian 18 (protocol 2.@)

80/tcp
_http-title:

{.profil
ce Info: 05: ¥; CPE: cpe:/o:linux:linux_kernel

Podemos reparar que os portos 22, 80 e 31337 se encontram abertos.
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No servico SSH, encontrado no porto 22, ao tentar conectar como root, €-nos negado
acesso devido a uma chave publica ndo autorizada. Assim sendo, assumi que todas as contas

desta maquina tém o login por password desligado.

| o~

—% ssh 10.8.188.2 -1 root

root@l@.0.100.2: Permission denied (publickey).

J& nos servigos HTTP, podemos reparar que no porto 80 se encontra apenas a pagina

padrdo apos a instalagdo do nginx.

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

Em contraste, no porto 31337, é possivel encontrar uma pagina de erro informando

que o URL pedido ndo existe no servidor.

Not Found

The requested URL was not found on the server. If you entered the URL manually please check your spelling and try again.

Identificacao de vulnerabilidades

Como foi possivel verificar no scan do nmap, na porta 31337, € possivel encontrar o
ficheiro robots.txt, usado para impedir motores de busca de indexarem certas paginas.

Acedendo este pelo browser (10.0.100.2:31337/robots.txt), ou mesmo pelo output do scan do

nmap, encontramos as seguintes entradas:

User-agent: *
Disallow: /.bashrc

Disallow: /.profile
Disallow: /taxes

Se acedermos a 10.0.100.2:31337/taxes, ¢ simplesmente apresentada uma flag:

Good job! Here is a flag: flagl {make america great again}
No entanto, dentro do robots.txt, ¢ também possivel encontrar os ficheiros .bashrc e
.profile, ficheiros normalmente encontrados no home folder de utilizadores dum sistema

Linux. Tendo anteriormente encontrado, pelo nmap, o servigo SSH, e assumindo que o porto
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http://10.0.100.2:31337/robots.txt
http://10.0.100.2:31337/taxes

31337 esta simplesmente a expor o home folder de certo utilizador, tentei aceder ao diretorio

.ssh, que contém as configuragdes do SSH, como chaves autorizadas, por exemplo.

®  10.0.100.2:31337/.ssh x  +

O & 10.0.100.2:31

['id rsa', 'authorized keys', 'id rsa.pub']

Encontram-se neste path a chave privada deste utilizador, as chaves publicas
autorizadas e a chave publica de dito utilizador.

Acedendo a 10.0.100.2:31337/.ssh/id_rsa, a chave privada é baixada, podendo assim
usa-la para conectar ao servigo SSH. Sdo, no entanto, apresentados dois problemas, sendo
eles:

1. Permissdes da chave: o SSH requer que as chaves privadas ndo sejam acessiveis por

outros utilizadores. Isto é facilmente resolvido usando o comando [elgliile]eMs15]%

[~/Downloads ]

Permissions @664 for "id_rsa’ e too open.

It i1s reguired that your private key files are NOT
This private key will be ignored.

Load key "id_rsa": bad permissions

leo@l®.®.18@.2: Permission denied (publickey).

— )-[~/Downloads ]
—% chmod 680 id_rsa

2. Chave protegida por palavra-passe:

— |- [ ~/Downloads ]
—% ssh 10.0.180.2 -1 id_rsa

Enter passphrase for key 'id_rsa': |j

Neste caso irei usar o ssh2john para converter a chave privada para uma hash que o
John the Ripper consiga comparar a um dicionario de passwords. Neste caso irei usar o

rockyou.txt, depois de extraido e copiado para o diretorio atual.
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http://10.0.100.2:31337/.ssh/id_rsa

( )= ~/Downloads ]
ssh2john id_rsa > id_rsa.hash

)~ [~/Downloads ]
john —wordlist=r
¢ default input enc
[RSA/DSA/EC/OPENSSH

)~ [~/Downloads ]
hash —show

ced, @ left

Descobrimos assim a password da chave, que € “starwars”.

Falta agora descobrir o nome do utilizador a quem pertence a chave, encontrando-se

esta informacdo na chave publica (id_rsa.pub), sendo, neste caso, “simon”.

InRAZog8WYTLdoUVa2u

Assim, usando o comando S5 ol 7% R 51 v B X M o -F- BN IS o]y, ¢ inserindo a

palavra-passe “starwars”, ganhamos acesso a esta conta.

Como primeiros passos, listei os ficheiros no diretdrio do utilizador, acedi ao crontab
e verifiquei o que se encontra no PATH. No crontab podemos verificar que sempre que a
maquina reinicia, um script Python ¢ iniciado, este ¢ o ficheiro que expde a pasta do

utilizador no porto 31337.

GNU mano 2.7.4
Edit this file to introduce tasks to be run by cron.

Each task to run has to be defined through a
indicating with different fields when the
and what command to rum for !

To define v t

minute ( r of month (dom), month (mon)
[T '%*'" in these fields (for

be started based onm the cron's

daemon's notion of time and timezones.

Output of the crontab jobs (including errors) is sent through
email to the user the crontab file belongs to (unless redirected).

you can run a backup of all your user accounts
W wi
ir/backups/home.tgz /home/

For more information see the manual pages of cronmtab(5) and cron(8)

m h dom mon dow command
eboot /home/simon/http_server.py

;
#
#
#
#
#
#
#
#
#
#
#
#
#
#
o
#
#
i
#
#
a

Ao listar o PATH encontramos os seguintes diretorios:
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simondcovfefe:~% echo $PATH

sr/games

que, acedendo a /usr/local/bin revela imediatamente um ficheiro fora do normal,
read_message.
Ao tentar executar este programa ¢-nos pedido um nome. Sendo que o utilizador atual ¢

“simon”, inseri esse nome, retornando um erro:

simondcovfefe:~$ read_message

What is your name?

simon
Sorry simon, you're not Simon! The Internet Police have been informed of this wiclation.

Inserindo entdo o nome correto, com o ‘S’ capitalizado, ¢ revelada a seguinte mensagem:

Hi Simon, I hope you like
I'm really happy with how it worked out!
If you're interested im how it works, I've le a e source code in my home directory.

- Charlie Root

Navegando para o diretdrio /root, sdo apresentados dois ficheiros, outra flag e o codigo fonte

do read message.

another flag:

{
sbin/message”;

s the use

NULL, NULL)

y you're no The Internet Police have been informed of this violation.\n", buf, authorized);
_FATLURE};

Escalacao de Privilégios

Neste codigo podemos ver que existe um buffer (buf) com 20 posigdes € o nome que € pedido

(authorized). Este usa também a fungao gets(), sendo esta extremamente insegura visto que 1€
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0 input até encontrar uma nova linha (\n), ndo tem maneira de limitar o nimero de caracteres
que 1€ e ndo verifica o tamanho do buffer de destino. Isto causa uma escrita na memoria
adjacente no stack, caso sejam inseridos mais de 20 caracteres, tornando possivel a execucao
arbitraria de codigo. Assim, executando o programa sabendo isto:

simongcovfefe:~$ read_message

What is your
Simon

Hello - @ 6789 Here 1s your me

# whoami
root

# 1

Isto acontece, contrariamente ao uso de /bin/bash, porque /bin/sh ¢ uma shell mais simples,
usando o SUID (Set User ID) caso este esteja disponivel, que neste caso estd, estando ele

definido no owner do ficheiro, sendo o root.

simondcovfefe:~% 1s -1 fusr/local/bin

total 8
-rwWsr-xr-x 1 roo
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